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- for your meeting on 21 June with _
2. R | Mr. Blouin, Director, ISO0. It
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- /o of classified documents. In
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5. - a review. We also recommend that
you reaffirm the need for the N
th11d -agency rule. : :
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19 JUN 1979
MEMORANDUM FOR: Director of Central Intelligence
VIA: Deputy Director of Central Intelligence
FROM: Don I. Wortman
Deputy Director for Administration
SUBJECT: Background for Meeting with Mr. Michael T. Blouin,

Director, Information Security Oversight Office

1. Action Requested: See paragraph 4.

2. Background: You are tentatively scheduled to meet with
Mr. Michael T. Blouin, Director, Information Security Oversight Office
(IS00), on Thursday, 21 June, at 1645 hours. It is our understanding that
he wants to discuss with you compartmentation systems and the third-agency
rule. Attached hereto is a background paper on general CIA relationships

25X1 with IS00. | |is forwarding separately a memorandum and draft
letter on Agency compliance with E.O. 12065 with respect to special access
programs.,

3. Staff Position:

a. As you can see from the attached paper, Mr. Blouin is unhappy
with the third-agency rule when applied to IS00 activities. He and
his staff are inexperienced and somewhat naive and must be handled
in a manner which is based on procedures agreed to and understood in
advance. While E.O. 12065 grants you the authority to refuse 1S00
access where such "would pose an exceptional national security risk,"
it is more in our interest to work with and educate Mr.. Blouin and
his staff. When we have stood firm with Mr. Blouin in the past, we’
have found he will back off and try to work things out. We feel
we can work out procedures that will allow access to most of our
material without jeopardy to sources and methods.

b. Mr. Blouin may also ask about our systematic classification
review program of material 20 years of age or older. In that regard,
25X we have | |dedicated to this review but, even so, at the
current rate it will take us 45 years to review the material
E.O. 12065 gives us until 1988 to review. In this connection, you
recently signed a letter to Mr. Blouin requesting a waiver of the
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time limits on a second review required to be conducted 10 years
after the first review. We are exploring several ways which will
allow us to better cope with the tremendous effort E.O. 12065
requires.

4. Recommendation: I recommend that in your meeting with Mr. Blouin

you:
a. Confimm our desire to cooperate;
b. Enlist his help in working out procedures which will allow
him to satisfy his needs while at the same time offer protection .
for sensitive material; and
c. Reaffirm the wisdom of and necessity for the third-agency
rule. '
25X1 I also recommend that [ |be invited to the meeting. He is the

Agency officer responsible for implementation of E.0. 12065 requirements.
He is also the officer responsible for dealing'with~IS00. His presence
at the meeting will help convince Mr. Blouin that you approve of the
position we have taken with IS00 to date.

DON WORTMAN
Don I. 1V6rtrnan

Attachment: a/s

25X1 SHOULD ATTEND

SHOULD NOT ATTEND

Distribution: ,
Original - Addressee w/att

1 - DDCI w/att

1 - ER w/att
25X1 1 - OGC w/att

1 - SA/IX w/att

) 1 - DDA Subject w/att

1 - DDA Chrono

§1 - ISS Subject w/att *

1 _- THW Chrono . \
25X1 C/ISS/DDA:[__ }yde (18 Jun 79) ;
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BACKGROUND ON
INFORMATION SECURITY OVERSIGHT OFFICE (1S00)

ISO0 MANDATE

The responsibilities and authorities of ISO0 are set forth in

E.O. 12065 (Tab A) which took effect 1 December 1978. This Executive
order is, essentially, the Executive branch's guidance on the classi-
fication and declassification of information. Section 5-Z creates
ISO0 and sets forth its responsibilities and authorities. Among
those are:

1. To oversee Agency actions to ensure compliance with
E.O. 12065;

2. To review all Agency implementing actions and guidelines
for systematic declassification reView;~

3. To have the authority to conduct on-site reviews of the
Information Security Program of each agency covered; and

4. To require of each agency such reports, information, and
other cooperation as necessary.

The order further provides that the NSC shall provide overall policy
direction for implementing E.O. 12065 and also sets forth procedures
for appealing to the NSC decisions of the Director of 1S0C.

DIRECTOR, ISOO AND STAFF

E.O. 12065 places responsibility for implementing and monitoring

programs under the order on the Administrator of General Services
but further specifies that this responsibility shall be delegated
to an Information Security Oversight Office.

A. Director, 1S00

1. The Director is appointed by the Administrator of General
Services, subject to approval by the President. The person
that has been appointed as Director is Michael T. Blouin,

a 33-year-old former two-term Congressman from Iowa who was
defeated for reelection last year. Mr. Blouin graduated
from Loras College in Debuque Iowa, in 1966 with a bachelors
degree in political science. Prior to being elected to
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Congress, he was an elementary school teacher, an advertising
consultant, and served terms in the Iowa House of Representa-
tives and Senate.

2. Shortly after taking office, Mr. Blouin visited a number of
Federal installations in the southeast part of the U.S. Upon
returning from this trip, he met with a member of the media
and made the following comments which appeared in a UPI ticker
in late March. The article (Tab B) makes the statement that
Mr. Blouin "is the only man in the U.S. -- except for his boss
at the White House -- with the right to read every Government
document, no matter how secret.'" The article also quotes
Mr. Blouin as saying, "It's scary having all that power.' and
that he can "walk into any Government office amywhere in the
world, read anything I want -- no matter how secret -- and
order it declassified." The article also attributes to
Mr. Blouin the following: "I'm basically an open-Government
man. If I err, I prefer erring in favor of openness.'” 'The
biggest single hurdle I have to clear is one of ego. You're
not a kingpin anymore." ' ! ~

3. On 19 April during an overview briefing given by Agency
personnel, Mr. Blouin made the statement that his primary
objective in his new job is ''to make President Carter look
good prior to the elections in 1980." He likes to refer to
alleged close contacts in the White House.

B. ISO0 Staff

Mr. Blouin has a staff of 14 people, some of whom worked for the
predecessor organization, the Interagency Classification Review
Committee. The remainder have been culled from a number of
places. His close, confidential assistant is John Forkenbrock,
Mr. Blouin's legislative assistant from 1975 to 1977 who later
worked as a staff member on the House Committee on Education
and Labor on which Mr. Blouin sat.

»

ITI. 1ISOO APPROACH TO RESPONSIBILITIES

Soon after the appointment of Mr. Blouin as Director in early 1979
and the formation of his staff, it became clear that, except for a
couple of exceptions, Mr. Blouin and staff lacked overall knowledge
of the responsibilities and functions of many principal Government
agencies. More importantly, it became clear that they had little
experience in the field of classification of information. As a
result, the Agency invited Mr. Blouin and his chief staff people
out to the Agency for overview briefings. It was hoped that during

2
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these briefings the procedures that 1S00 would follow in fulfilling
its responsibilities would become clear. Such was not the case.
While we now know a little more about how they plan to accomplish
their task, there are many aspects which remain to be determined.
Two important steps they plan to take are on-site review of classi-
fied material and the preparation of a report.

A.

On-site Review

On 12 April, Mr. Blouin sent a letter to approximately 80

agencies setting forth a schedule of on-site inspections that
Blouin hoped to accomplish over a period of 6 months. When

we received the letter, we made informal inquiries to determine
what IS00 wanted to see, the reasons therefor, and what procedures
they would follow. We were dismayed to learn that ISOO had
developed no procedures. It was indicated to us that about all
they had discussed was that they would ask for access to the
building, would pop into any offices which seemed interesting,

. and would ask to have safes opened at random and be allowed to

review the contents thereof. On 19 April, we invited Mr. Blouin
to work with us to develop a set of procedures which would ensure
that he could satisfy his responsibilities while at the same time
would also ensure that the DCI could fulfill his responsibilities
for protecting sources and methods as required by the National
Security Act of 1947 and the CIA Act of 1949. We also advised
Mr. Blouin that there was some material in CIA that was extremely
sensitive which we did not feel he would have a need to review.
No such suggestions were forthcoming from ISO0. As a result, on
13 June, at our request, two CIA officers met with Mr. Blouin

and his staff and for the first time were able to discuss,
tentatively, procedures which would satisfy the concerns of both
parties. While there is considerable detail left to be detcrmined,
we feel we have a good start towards a meeting of the minds.

IS00's Report

IS00 plans -to issue an unclassified report relating its findings
during the on-site reviews of the 80 agencies. (The on-site
inspections will be accomplished by five ISO0 staffers.) In
their report, ISO0 intends to cover the following: - regulations;
interviews with classifiers; the Agency declassification program;
physical security; and any problems which may arise. Their
report is to follow Congressional committee reporting format.
Blouin hopes that his report will convince everyone, including
GAO, that ISOO has been everywhere and seen everything and that
the classification process is not being used to cover up
inappropriate activities.
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CURRENT PROBLEMS -- THIRD-AGENCY RULE

As mentioned above, ISOO is just now beginning to cooperate with us

to outline appropriate procedures for on-site inspections. In the

meantime, ISO0 staffers have been to other agencies conducting on-site
inspections. During the inspections at Treasury and INS, the third- 25X1
agency rule was invoked with respect to CIA material.

A.

CIA EFFORTS TO WORK WITH ISOO

From the beginning, we have approached ISO0 in a spirit of cooperation
while at the same time attempting to impress upon them the sensitive
nature of our activities and records relating thereto. We have
arranged several briefings to help Mr. Blouin and company more fully
understand CIA's activities. We have tried to impress upon them that
we felt procedures could be worked out that would enable them to
fulfill their responsibilities and at the same time would allow us to
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protect sensitive intelligence sources and methods. However, we have
insisted that before any on-site inspections can be performed we need
to work out an understanding as to what they want to see, how they
will use any knowledge they gain, how they will protect sensitive
intelligence matters, and how they will handle their reports and notes
etc. We have also conveyed to Mr. Blouin and company that these pro-
cedures must be worked out for review of CIA material regardless of
whether it is physically located in CIA or in the custody of some
other agency. Once procedures are set, we believe we can allaow them
to review a large majority of CIA holdings.

>
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"IT'S SCATY EAVIMG _ALL' THAT POSZRT —- PRESIDINT'S SECRECY YATCHDOS
EY STTUART VOLLERNAN
. BASEIMETCU CUPLY -~ n: A RATIY NIGET IN m“cvl KTYE BLOUIN DROVE
E20U1 GOVINULINT CAR INTO  FLORIDA'S PATRICK AIR FORCE BASET CHOCYED |
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Dp"ut—uﬂ:T “IL.—C . -
LATIR TEAT VIR, HE RUIBLED PAST TUT SENTRY POST AT A UEST PALM
ECACE EAVAL BATT; TRAIPZD INT0 THD INSTALLATION'S TEICK=WALLED
Ui T VAULT A™D PULLED OUJ SENSITIVE FILES ON RUSH-HUSH CEAPOUS
TSTS I'! ToZ CLRIBSTAYN. - »
UEXT DAY, FZ PARNID KIS INCOUSPICUQUS CONPACT BY BISCAYHE
BULEVARD, ALLED INTO'THZ.FEI'S MIAUI FISLD OFFICK ARD LECTURED THE
(RRY AGTRT IN CHARGT 01 THE DANGEIRS OF SICHICY. o
BLOUTN:  HIAD 0T v-*vcm-;r CAZTER'S DRIVE TO IRINOTTICIALYS '::cr,
TS THE ONLY PATSIN TRE UNTTED STATES —— EXCEST.FOZ FTS BOSS AT THE o
!'-'I'I"‘ thS"'-ED"%LH ms: RIGET.TO READ EV"D.Y TCovIRIMTUT DOCJ”"‘h, Ro?
TR KO =T A
"IT'S.SCAAT. EARING. ALL TEAT- POUTPT" TEE 33~YSAR~OLD FOIIER I0YA
MIIGETSSIA SAID I A RSCINT INTTOVIFY. _
BUT TiZ TALL, DARK=EAIALD GUATDIAYN OF CARTER'S PRONISE OF -
"OPEINTSS I GOVERINEMT® KAS LEARNZID POUZR CANBE ILLUSORY ~- AND
FRUSTRATING

HE DIDN'T FAVE TOP-CECRET CLEARANCE U"""I ':'_' UAS PIC’ YED Tl"Y ‘g AS
TE E47,500-A-YZAR DIRECTOR OF 'I' : GO\.Z?‘J.‘:!u S KZU INFORMATION
SECURITY OVIRSIGET OFFICE. _ -

SO EE SPIT THZ TFIRAST TW0 MIITHS AS AN uncons '“.T."\'." T ADVISER TCO AN
IDUALLY LNCONFOGRTASLE STACF PROHIBITED FROM IVEIR CI’I\SIEIG SERNSITIVZ:
IDCUNINTS. CITi HIN. Co

“IT WAS AWXYARD AT FIRST," HE SAID. "UE'D BT TALWING ASQUT SONE
MOBLEM AND 1'D ASW FoR Al EXANPLE. BUT EVERY O"" THZY THOUGHT OrF KAS
CLASSIFIZD SO THZY COULDN'T TZLL T ATOUT IT." - - T

BLOUT“‘" _TAOUZLES WEREM'T 0\.':'_'?. (. sl KIS CLEATZANICE FINALLY CANE
TIROUSH AT THZ START OF MNARCH. TILL HAD 10 pEAL VITH THE .
E‘"hI”GLY E DIZSS RZID. TAFZ.. :

“IF I LAUTZD A TYPDWAITER UNEN T S A CO“G"""""'JI, ALL Y HAD TO
D UAS IAXEZ TEDLEPRHONZ CALL TO GET IT HE S£IDe "HO.Sy I HAVEZ TO
A\LL A DOZZN Pr2sClls JUST TO FIND OUT e-’hAT FORIi I HAVZ TO FILL OUT
JIST TO AS¥ Y02 A TYPZ'RITER.”

BLOUIN. A°LIEEZ24L DINOCRAT WHO LOST HIS EOUSEZ STAT TO A’ N
BIDSET-CUTTING REPUGLICA!! IN N ZHBER . SURVZYIDR LIS SPARTAN OFFICE on

Sk- CUINISTRATION FZADAUARTERS o

VI
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R
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25 MAY 1979

Mr. Leon Ulman

Deputy Assistant Attorney General
Office of Legal Counsel

Room 5131

Department,of Justice

Washington, D.C. 20530

Dear Mr. Ulman:

Mr. Michael T. Blouin, Director, Information Security Oversight Orfice

(1S00) requests that he be provided a briefing on the Limigration

and Maturalization Service (INS) on June 19, 1979 at 10:00 a.m.

Accompanying Mr.~-BYouin will be Mr. John-Forkenbrock,-Confidential

Assistant and Mr. Robert:W.-Wells, Deputy Director, IS00. Mr. Blouin STAT
would appreciate a briefing on the organization, function and security
procedures of the INS. He would also like to review some of the

‘Mr. Bernard Gattozzi has been contacted regarding the proposed visit.
The above IS00 niembers have been granted Top Secret, SI and TK access
clearances. The TS access clearances may be verified through Seneral
Services Administration (GSA) Security and the other access through
normal channels. Proper credentials will also be carried by the
visitors.

Sincerely,

0T e llerie”

ROBERT w. WELLS
Deputy Director

On File GSA Release Instructions Apply
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